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4 pillars of effective SIEM

Complete Prioritized Automated Integrated
Visibility Threat Detection Investigations Response
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IBM Security QRadar

*  Unify SOC workflows by effectively
addressing threats with an integrated
visibility, detection, investigation and
response platform

*  Augment security staff with Al-assisted
triage and automated response
playbooks

*  Mature security operations with
visualized use case coverage, OOTB
content, and expert threat intelligence
powered by IBM's X-Force IRIS

*  Address regulatory risk and report on
compliance adherence with out-of-the-
box content for GDPR, ISO 27001,
HIPAA, and more
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“QRadar drastically reduced the time it took us to connect our 100+hybrid multi-cloud accounts to QRadar. This made it easy to consume
both events and network flow traffic from our AWS and other cloud environments.”

Large US-based Insurance Company
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Threat detection

Ide ntify an Attempt to Dump the Container Token preceded by Container Creating Another Container containing Create a Pod Dyn a m ica | Iy
known and adjust
unknown as attacks

threats unfold
Real time )
detection Automatical

ly link
across 100’s mYJIti e
of security . 'p
USe cases malicious
behaviors

“IBM QRadar improves the speed and effectiveness of detecting threats by nearly 75%.”

Forrester
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Automated investigation
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search

“QRadar offers strong support for incident investigation by providing context enrichment from internal and external sources, suggesting
next steps based on attacker actions and prioritizing alerts for further action.”

Gartner
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Integrated

Guided response
and case
management to
help analysts

Align compliance
and privacy
through breach
reporting support
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Initial
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Engage

“We refer to the whole IBM ecosystem as a force multiplier; we’ve evolved into an organization
with a completely comprehensive and dynamic program around security incident response”

response

Due Date

People

Related Incidents

ph

Attachments

Newsfeed

Act fast with
automation and
orchestration across
security and IT Ops
tools

Measure results,
improve visibility
with incident and
SOC dashboards

Brian Herr, Chief Security and Privacy Officer, Secure-24



I B IVI Se C u r‘ity QR a d a r a Le a d e r 1 1 Figure 1. Magic Quadrant for Security Information and Event Management
consecutive times

Clear leader in ‘Completeness of Vision’ and best
position ever.

The 2020 Gartner MQ for SIEM had a strong
focus on:

* SOAR, Automation, Incident Response
* Endpoint Analytics

e UBA

 Cloud

e Use of Threat Intelligence

Source: Gartner (February 2020)
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IBM Security QRadar

SOLVE SECURITY
CHALLENGES

RESPONSE

DETECTION &
INVESTIGATION

VISIBILITY

DEPLOYMENT
MODELS
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DETECT EFFECTIVELY PRIORITIZE AND

DETECT ADVANCED SECURE PROTECT CRITICAL PROVE

INSIDER RESPOND TO MANAGE

THREATS CLOUD RESROUCES DATA COMPLIANCE
THREATS INCIDENTS RISKS

HUNT THREATS, RESPOND FASTER AND CONTINUOUSLY IMPROVE

COLLECT DATA ACROSS THE ENTIRE ENVIRONMENT

ON PREM AS A SERVICE CLOUD HYBRID
HW, SW, VM SaaS, Managed Service AWS, Azure, Google Cloud

On-prem, Saas, laaS

IBM Security
App Exchange

Seamless
integration and
content to
augment platform.
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Designed to make your
job easier

“The security intelligence from
X-Force and the out-of-the-box
analytics capabilities made

QRadar stand out...”

— CTO, Large IT Consulting Firm

Independent QRadar Study by Ponemon Institute
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“Cargills Bank was able to leapfrog these limitations
by using IBM QRadar SIEM and QRadar Advisor
with Watson to receive real-time, prioritized
alerts. IBM’s best-in-class cognitive security
portfolio will help us pre-empt threats and
mitigate risk, thereby supporting our position as a
leading digital bank.”-

Rohan Muttiah _
Chief Operating Officer, Cargills Bank



Thank you

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity

@ IBM Security

© Copyright IBM Corporation 2020. All rights reserved. The information contained in these materials is provided for informational
purposes only, and is provided AS IS without warranty, of any kind, express or implied. Any statement of direction represents IBM'’s
current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM
products and services are trademarks of the International Business Machines Corporation, in the United States, other countries or
both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection
and response to improper access from within and outside your enterprise. Improper access can result in information being altered,
destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be
completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful,
comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will
make your enterprise immune from, the malicious or illegal conduct of any party.
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Simplify and modernize on a single
architecture with CP4S

| Gain security insights |

Run anywhere

Data
Explorer

@ QRadar

@elastlc
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CROWDSTRIKE

Unified architecture with a consistent and
integrated UX

Seamlessly leverage existing data and
security systems without moving them

Streamline workflows with case
management, orchestration, and
automation at the core

Open, standards-based, multi-cloud
platform based on Red Hat OpenShift
enables future-proof freedom of choice

Ecosystem of technology and partners
unlocking innovation and simplicity

Consistent, simplified and streamlined
pricing



QRadar

Threat Detection & Investigation

*  Unify SOC workflows by effectively addressing threats
with an integrated visibility, detection, investigation
and response platform

*  Augment security staff with Al-assisted triage and
automated response playbooks

*  Mature security operations with visualized use case
coverage, OOTB content, and expert threat
intelligence powered by IBM's X-Force IRIS

*  Address regulatory risk and report on compliance
adherence with out-of-the-box content for GDPR, ISO
27001, HIPAA, and more
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IBM Security QRadar

Add additional sub-product slides here




